
 
 
 
 
Dear Delegates and Moderators, 
 
Welcome to NAIMUN LVI and more specifically welcome to The First Committee: 
Disarmament and International Security. The staff of NAIMUN LVI has been 
working day and night to make this the most rewarding and educational experience 
yet, and we are excited to welcome you all to DC in February! 
 
This document is the topic abstract for The First Committee: Disarmament and 
International Security. It contains three key elements to allow you all to prepare well 
in advance for the committee: topics, structure, and research avenues. The goal of this 
abstract is to give you a better understanding of the content in the committee. As well, 
it is meant to be a launch point for further research about the content of this 
committee. By reading and understanding the topic abstract, you will more fully get a 
sense of how this committee will be run at NAIMUN and what specific issues the 
NAIMUN staff want you to focus on.  
 
We hope to be of assistance to you in your preparation for NAIMUN LVI. If you 
have any questions, comments, or concerns, please feel free to contact the Secretary-
General or Director-General. We look forward to welcoming you to the NAIMUN 
family! 
 
Best, 
Chase and Charlotte 
 
Chase Wagers     Charlotte Phillips 
Secretary-General     Director-General 
c.wagers@modelun.org                                    c.phillips@modelun.org 
 
 
 
 
 
 
 
 
 
 



 
 

Topic Abstract: DISEC 
 
 
Introduction  
 
The First Committee of the United Nations General Assembly: Disarmament and 
International Security is the largest and one of the most important bodies of the United 
Nations. It deals with complex and nuanced issues in the realm of “disarmament, global 
challenges and threats to peace that affect the international community.”1 This has, in 
the past, manifested itself in the discussion of nuclear weapons and nuclear materials 
agreements, missiles, non-proliferation, terrorism, global threats to security, 
cybersecurity, and much more.  
 
The overall goal of many of DISEC’s resolutions has been promoting stability of the 
international order through lower levels of armaments on the world stage. In order for 
these resolutions to be produced, the utmost cooperation and compromise is practiced 
by international diplomats. Due to the complex and heavy nature of DISEC’s topics, 
this level of cooperation is exceedingly difficult, and diplomacy must be practiced with 
extreme care.  
 
This year at NAIMUN LVI, the two topics that this committee will be discussing are 
Global Cyber Threats to the Energy Infrastructure of Nations and Addressing Fourth 
Generation Warfare. Abstract on each of the topics are included below and are meant 
to get delegates thinking about the issues and begin researching in advance of the 
Background Guide. These are by no means exhaustive examinations of the topics at 
hand and are merely intended to provide a foundation for further research.   

 
 
 

                                                        
1 “United Nations, Main Body, Main Organs, General Assembly.” United Nations, United Nations, www.un.org/en/ga/first/. 



 
 

Topic A: Global Cyber Threats to the Energy Infrastructure of 
Nations  
  
 
With the increased globalization and digitization of the world, cyber threats have 
become a higher risk to a country’s security. Successful cyber-attacks have been waged 
against large multinational companies, intelligence communities, and international 
banks, among a myriad of other targets. Yet, one of the most dangerous and emerging 
cyber threats is the threat of an attack on a country’s energy infrastructure. A country’s 
energy infrastructure refers to the buildings, power lines, storage, or transportation that 
make up a country’s ability to provide power to its citizens. This infrastructure does 
much more than simply power the lights in a household. Energy infrastructure allows 
planes to fly without colliding, banks to continue investing, and defense systems to 
operate. An attack on the energy sector could be potentially devastating to a country. A 
recent report noted the serious risk a threat poses:  

 
“An attack on energy infrastructure has the potential to cross from the cyber 
realm to the physical world – a cyberattack could cause, for instance, a massive 
operational failure of an energy asset. Large centralized infrastructures are 
especially at risk due to the potential “domino effect” damage that an attack on 
a nuclear, coal, or oil plant could cause.”2 

 
Recently, countries have brought these energy sectors into the digital age, and thus they 
have become increasingly at risk of a potential cyber threat. These threats are not 
hypothetical. From 2016 through 2018, Russia waged a repeated cyberattack on the 
United States’ energy infrastructure, including “energy, nuclear, commercial facilities, 
water, aviation and manufacturing,” among other sectors.3 North Korea has also waged 
a cyberattack on the US energy infrastructure through spear phishing emails that 

                                                        
2 “Could Energy Industry Dynamics Be Creating an Impending Cyber Storm?” Marsh and McLellan, 2018, 
https://www.marsh.com/content/dam/marsh/Documents/PDF/UK-en/energy-cyber-storm-paper.pdf 
3 Volz, Dustin. “In a First, U.S. Blames Russia for Cyber Attacks on Energy Grid.” Reuters, Thomson Reuters, 16 Mar. 2018, 
 www.reuters.com/article/us-usa-russia-sanctions-energygrid/in-a-first-u-s-blames-russia-for-cyber-attacks-on-energy-grid-
idUSKCN1GR2G3. 



 
 
targeted the US power grid.4 While neither attack crippled the United States’ energy 
infrastructure, they showed that the security of this infrastructure was vulnerable and at 
an increased risk of an attack. Countries have begun ramping up their cybersecurity but 
remain wholly unequipped for this new and emerging threat.  
 
Questions to Consider for Further Research 

1. How can the international community employ creative measures to discourage 
countries from using cyber-attacks on energy infrastructure that can harm 
civilians? 

2. What types of energy infrastructures or energy sectors are vulnerable to threats? 
3. What role do countries without advanced energy infrastructures have to play in 

these debates? 
 

Topic B: Addressing Fourth Generation Warfare  
 
Global threats to security used to be as simple as two armies meeting in an open field, 
with one emerging victorious. Today, it is not always clear who the enemy is or what 
they are fighting for. Fourth Generation Warfare is an asymmetrical war in which 
decentralized, non-state actors play a prominent role and the fighting is on all fronts: 
economic, military, civilian, political, social, and the media. Simply put, in the Fourth 
Generation of Warfare, “the state loses its monopoly on war.”5 Increasingly, Fourth 
Generation Warfare has come to describe the type of conflict that countries face today. 
As a result, Fourth Generation Warfare has created a unique and complicated set of 
problems for states, which have increasingly had to fight non-state actors on the 
international stage. This type of warfare is difficult for a myriad of reasons, including 
the fact that these wars typically last much longer than expected, with little end in sight, 
that these wars involve non-state actors who are disinterested in typical styles of 

                                                        
4 Mitchell, Andrea, and Ken Dalinian. “Experts: North Korea Targeted U.S. Electric Power Companies.” NBCNews.com, 
NBCUniversal News Group, 10 Oct. 2017, www.nbcnews.com/news/north-korea/experts-north-korea-targeted-u-s-electric-power-
companies-n808996. 
5 Echevarria II, Antulio J., “Fourth-Generation War and Other Myths,” Strategic Studies Institute, November 2005. 
http://ssi.armywarcollege.edu/pdffiles/pub632.pdf.  
 



 
 
diplomacy, that these wars use politics and the media more than is normal, and that 
these wars involve civilian attacks at a much higher rate.   
 
Fourth Generation Warfare has become increasingly common since the 1980s, and 
states have had to completely rethink the way that they wage war and retool their armies 
to deal with this new type of warfare. Similarly, it seems that globalization has only 
benefitted non-state actors, who are boosted by the interconnectivity of the world 
order. This adds a new facet to how Fourth Generation Warfare is waged, and presents 
a unique issue for states. Historically, Fourth Generation Warfare has found its case 
studies in terrorist groups such as Al-Qaeda, Boko Haram, and Hamas. The wars that 
the United States waged in the wake of 9/11 have been described as Fourth Generation 
Warfare, but some critics say that Fourth Generation Warfare is an over-simplified 
concept when applied to these wars.  The tactics of Fourth Generation Warfare are 
what create such difficulties for a nation, for high civilian casualties and the lack of clear 
diplomatic solutions make it unclear how to successfully combat a war in the Fourth 
Generation.  
 
Questions to Consider for Further Research 

1. How can we use an international organization such as the UNGA to combat 
actors that do not adhere to the traditional rules of diplomacy? 

2. What can states do to decrease the civilian casualties of Fourth Generation 
Warfare? 

3. Has the characterization of Fourth Generation Warfare increased the prevalence 
of Islamophobia on the world stage, and what can be done about this? 

4. Has globalization contributed to the creation and spread of new types of conflict 
characterized by Fourth Generation Warfare? If so, what might be appropriate 
responses to these changes? 
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